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Aus der Praxis: ASP.NET Core

Web API

Thorsten Kansy (tkansy@dotnetconsulting.eu)



Meine Person- Thorsten Kansy

Freier Consultant, Software Architekt,
Entwickler, Trainer & Fachautor
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Mein Service- |hr Benefit

* Individuelle Inhouse Trainings
* (Online on-demand) Projektbegleitung

* Beratung
* Problemanalyse und Losungen
* Technologieentscheidungen
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Agenda

* Ubersicht
* Swagger, Sicherheit, OpenAPI, ...

* Personlicher Teil
* Swagger
Globaler Exception Handler
Self Hosting
Application Key
SignalR
* Asynchrones
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Vielleicht ist ja etwas dabei...




Wie ASP.NET Core?

* Laut Microsoft
 Cross-platform
 High-performance,
* Open source

* Basis von
 Web.API
« MVC
* Blazor
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Swagger

* OpenAPI
e Swashbuckle Middleware

* swagger.json
* Client generieren lassen Demo3 AP| @
* swagger-codegen |

Info

@

https://marketplace.visualstudio.com/items?itemName=ChristianResmaHelle.Api
ClientCodeGenerator
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Globaler Exception Handler
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Globaler Exception Handler (GEH)

e Zentrale Verarbeitung von Ausnahmen
* Vereinheitliche Fehlerinfos
e Optimaler Weise auswertbar am Client
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GEH: ConfigureServices

e D L e e R P
$ T Deaaraneas I Thorstan LY dave hih S R S e '
0 references | Thorsten, 251 days ago | 1 author, 2 changes

public void ConfigureServices(IServiceCollection services)

{
// Set up controllers

services.AddControllers(o =>
o.Filters.Add(new RestrictionFilter());
o.Filters.Add(new ExceptionHandler());
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GEH: Exception Handler
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publlc class ExceptlonHandler : ExceptlonFllterAttrlbute

{

s T
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0 references | Thorsten, 251 days ago | 1 author, 2 changes
public override Task OnExceptionAsync(ExceptionContext context)

{

if (context.Exception is CustomException exception)

{

context.Result = new JsonResult(ErrorDetails.Create(exception));
context.HttpContext.Response.StatusCode = 400;

}

else if (context.Exception is ArgumentOutOfRangeException)
context.Result = new NotFoundResult();

return base.OnExceptionAsync(context);
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GEH: Error Details
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ublic class ErrorDetails

3 references | Thorsten, 252 days ago | 1 author, 1 change

public int Id { get; set;

2 references | Thorsten, 252 days ago | 1 author, 1 change

public string Message { get; set; }

2 references | Thorsten, 252 days ago | 1 author, 1 change

public obJect Details { get; set; }

1 reference | Thorsten, 251 days ago | 1 author, 1 change

public static ErrorDetails Create(ExternalApi.CustomException ex)

{

return new ErrorDetails

{
Id = ex.EventId.Id,
Message = $"E: {ex.Message}",
Details = ex.Details

}s
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GEH: Custom Exception

pub11c clas§‘CustomExceptlon {’ékcééfion
{
public readonly EventId EventId;

public readonly object? Details;

4 references | Thorsten, 251 days ago | 1 auth change

public CustomExceptlon(EventId EventId object? Details = null)
{

this.EventId = EventId;
this.Details = Details!;
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Asynchrones

[HttpPost(nameof(Delete))]
[Produces("appllcatlon/Json")]
publlc async Task<IAct10nResult> Create(Specification Specification)

{
_logger.LogInformation($" {nameof(Create)} ({Specification})");
await _externallLogic.CreateSpecificationAsync(Specification);
return Ok();

h

Aber was ist bei einem Abbruch?
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Asynchrones mit Abbruch

public async Task<IActionResult> Create(CancellationToken cancellationToken)

{

EntryDto trackingEntry = await _appLogic.CreateNewTrackingEntryAsync(cancellationToken);
cancellationToken.ThrowIfCancellationRequested();

IList<OrderDto> listOrder = await _appLogic.GetOrdersAsync(cancellationToken);
cancellationToken.ThrowIfCancellationRequested();

b, b a0 RIS IR AN 00 TSNP RO At e, 2 Brsere- = DB DB I Ny 2080 omma 828R Aol s eliEPD . A IND R O £ AR O AR ONND N rctiion 22N AL, TN B o s LMD, 2 s mrre AN L3 205 D AR A e O 8 e A TR

// Ergebnis abrufen
IList<Order> rawResult = await query.ToListAsync(cancellationToken);
cancellationToken.ThrowIfCancellationRequested();
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Http Status?
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gpublic class OperationCancelledExceptionFilter : ExceptionFilterAttribute

é private readonly ILogger _logger;

\i 0 references | Thorsten, 29 days ago | 1 author, 1 change

g public OperationCancelledExceptionFilter(ILoggerFactory loggerFactory)

; {

i _logger = loggerFactory.CreatelLogger<OperationCancelledExceptionFilter>();
i3

':, 0 references | Thorsten, 29 days ago | 1 author, 1 change

$ public override void OnException(ExceptionContext context)

{

(

2 if (context.Exception is OperationCanceledException)

; {

i

% _logger.LogInformation("Request was cancelled");

% context.ExceptionHandled = true;

{ context.Result = new StatusCodeResult(499); // 499 CLIENT CLOSED REQUEST (non standard)
; }

£}

i
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Self hosting
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Self hosting

 Mehere (unabhangige) Web.APIs in einem Programm
e Service/ Demon
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Self hosting: AddHostedService
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ublic static IHostBuilder CreateHostBu11der(strlng[] args)

...1.

A S

~~ T

return Host.CreateDefaultBuilder(args)
.ConfigureServices((hostContext, services) =>

{

SN

S E DTN

// External Api
IConfigurationSection externalApiConfigurationSection = Configuration.GetSection("ExternalApi");

services.Configure<ExternalApi.WebApiSettings>(externalApiConfigurationSection);
services.AddHostedService<ExternalApi.WebApiService>();

eI s o pem e LN

// Internal Api
IConfigurationSection internalApiConfigurationSection = Configuration.GetSection("InternalApi");

services.Configure<InternalApi.WebApiSettings>(internalApiConfigurationSection);
services.AddHostedService<InternalApi.WebApiService>();
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Application Key

* Sicherstellen/ Kontrollieren welche Anwendung welche API
verwendet

- x-api-key Header

i skt i T ST A SN e e S, TN S = R ettt
L Authorizatio Pre-requ If ests
. . e .
* Schwaches Sicherheitsfeatures !
i This authorization method will be used for every request in this folder. You can override this by specifying one in the request

Pt
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Application Key: |IAuthorizationFilter

- - . - - . - -
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"7/ <summary>
/// Filter to check api key.
Ity </summary>

5 It T““*‘"’:‘:?"- ‘ iA.' : | author S, ;’W. ‘-L' anges

public class AleeyFllter ::IAuthorizationFilter
{

-—'\._.,'/\/-\—v\_;‘-w\4‘,k_,.,.-‘,/\.'\-v\._

(O

/// <summary>

/// Name of header.

/// </summary>

public const string APIKEYNAME = "x-api-key";
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Application Key: OnAuthorization

0 references | 0 changes | 0 authors, 0 changes

public void OhAutHorizétion(AuthorizationFilterContext context)
{ i
bool skipApiKeyCheck = false;

// Currently we only skip the check if the Info-Controller is invoked.
if (context.ActionDescriptor is ControllerActionDescriptor cad)

{
// Skip for InfoController

skipApiKeyCheck = cad.ControllerTypeInfo.AsType() == typeof(Common.InfoController);
¥

if (skipApiKeyCheck) 1
return; i

// Verify API key §
string apiKey = context.HttpContext.Request.Headers[APIKEYNAME].ToString(); §

A e A NS Y e e s P N N e e e N N pe T N e e Y

if (string.Compare(_apiKey, apiKey) != @)
context.Result = new UnauthorizedResult();

L o s

}
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Application Key: ConfigureServices
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0 references | Thorsten, 251 days ago | 1 author, 2 changes

public void ConfigureServices(ISerQiceCollection services)

{
// Set up controllers

services.AddControllers(o =>

{

TN T, g

ava fran et =

o.Filters.Add(new RestrictionFilter());
o.Filters.Add(new ExceptionHandler());

: })s
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SignalR

* Echtzeitverbindung Web.API| => Client
* Nachrichten gehen vom Server (HUB) aus

Firebase Pusher
Firebase is a cloud service designed to power real-time, Pusher is the category leader in delightful APis for app
collaborative applications. .. developers building ...
RabbitMQ WebRTC
RabbitMQ gives your app tis a free, open project that enabies web browsers with
send and receive messag Real-Time Communications ...
N MQTT gRPC
P
t was designed as an extremely lightweight g RPC gRPCis 3 modern open source high performance RPC
publish/subscribe messaging transporc . framework that can run in
afka
(zfka is 2 distributed, partitioned, replicated commit log
service. It provides

iications a common platform to
WCF Kafk
=. tis 2 framework for building service-oriented applications Kafk
SEery
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SignalR: Server (Hub)

JLAGERETiz6 (Folicy & ApIkéyPoTiey I "
<7 references | 0 changes | 0 authors, 0 changes

gpubllc class SignalRHub : Hub<ISignalRMethods>

o

é // Endpoint to register to

public const string ENDPOINT = "/ExternalHub";
private readonly ILogger<SignalRHub> _logger;

B SR a LRV L
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;5 0 references I(‘Lhcx.ec_ | 0 authors 0 changes 4

: public SlgnalRHub(ILogger<Slgna1RHub> logger) h}
\

: {

_logger = logger;
_logger.LogInformation("SignalR hub started.");

.._.,4—\\././'\/_,\,\.~\_,.-—
.
>

public static IHubContext<SignalRHub, ISignalRMethods> externalSignalRHub =

await Common.GlobalObjects.externalSignalRHub.Clients.All.NewScan();

2
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1 reference | 0 changes | 0 authors,

Task NewScan();

null!;

%L‘thorc ﬂ hcn'! e

ublic interface ISlgnalRMethods



SignalR: Client

{ﬁféﬁiﬁﬁ”§éfuﬁt3i§ﬁatﬁﬂfﬁﬁﬁéffi6ﬁwhn
i connection = new HubConnectionBuilder()

! .WithUrl(SIGNALRHUB, options =>

{ options.Headers.Add("x-api-key", apiKey);

i }D)

! .WithAutomaticReconnect(new TimeSpan[] { TimeSpan.FromSeconds(10) })
{ .BuildQ);

e

connection.Closed += async (error) =>

3

!
| await Task.Delay(new Random().Next(®, 5) * 1000);
{ await connection.StartAsync();
i
Zconnection.Reconnecting += error =>
{

Console.WriteLine($"Error: connection.State == {connection.State}");
return Task.CompletedTask;

-

N e AT N

fconnection.StartAsync().ContinueWith(t =>,..P.wait(Q);
! #endregion

Ay A i e £ T L p gt et am g P e et AT P s ST N e e i

PPNy Do A AT B b A0 s PrY S S 20 4 B o PRPPOPGN N T P

2

DOTnerCONSULTING



Demo &

g
i

ONSULTING



Fragen? Jetzt oder spater!

Thorsien Knnqy NET {Dore) & SUL Serve Olemstiaistungen  Puikatonen  2atifmersngen  Relés

.NET (Core) & SQL Server

m www.dotnetconsulting.eu
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Links

. . @Tkansy

tkansy@dotnetconsulting.eu

m www.dotnetconsulting.eu
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