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Meine Person- Thorsten Kansy

Freier Consultant, Software Architekt,
Entwickler, Trainer & Fachautor
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ASP.NET Core

2

DOTn=rCONSULTING

dotnetconsultlng. ey




Mein Service- |hr Benefit

* Individuelle Inhouse Trainings
* (Online on-demand) Projektbegleitung

* Beratung
* Problemanalyse und Losungen
* Technologieentscheidungen
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Agenda

* Grundlagen

* Was ist Bearer Token Security
* Was ist JWT?

e Claims

* Token
e Erstellen
« Ubermitteln
* Prifen

e Authorization
* API-Key
RE
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Software-Versionen

* Entwicklungsumgebungen
 Visual Studio 2022 (17.4.0+)

* .NET (Core)
* .NET 5.0+
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Grundlagen- die Ausweispapiere bitte

e “Give access to the bearer of this token.”

 Jeder Request liefert einen Bearer, ein Token mit
 Normalerweise” via Header Authorization: Bearer <Token>
* Wird normalerweise von einem Server bei der Anmeldung erzeugt
* JWT (Json Web Token) wird oft verwendet, nehmen wir auch

@

I'A S'S;:OR’

@

https://swagger.io/docs/specification/authentication/bearer—-authentication/

S
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Was sollte im “Token” stehen? Was nicht?

* Unveranderliche Informationen
* Name
 EmailAdresse
* (Relevante)Rollen-/ Gruppenzugehorigkeiten

 Veranderliche Informationen
e Alter

e Blobs

* Foto

e Sensibles

e Kennworter
* PINs

R
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Sicherheitsmerkmale

* Herausgeber
* [ssuer

* Signatur des Herausgebers
* |[ssuerSigningKey

e Gultigkeit
 LifeTime

R
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Struktur des Ausweises - Schema

 JWT Json Web Token
 Baseb4 kodiertes JSON

eyJhbGciOi1JIUzI1INiIsInR5cCI6IkpXVCI9.eyJuYW11laWQiOiJ@a2FucyIsImdpdmVuX25hbWUiOiJUaG9yc3R1biIsInVuaXF1ZzV9
UYW11IjoiS2Fuc3kiLCI1bWFpbCI6INRrYW5zeUBkb3RuZXRjb25zdWx@aW5nLmV1IiwiaHROcDovL3NjaGVtYXMueGlsc29hcC5vemc
vd3MVMjAWNS8WNS9pZGVudGleeS9jbGFpbXMvc21kIjoiZGVENVEWZVKiLCIyb2x1IjpbI1JvbGVBIiwiUm9sZUIiLCISb2x1RGVOYW1
scyIsI1IvbGVDb250YWNOCYyIsI1IvbGVUYXNrcyIsI1JvbGVEb2N1bWVudHMiLCISb2x1U2VjdXIpdHkiLCISb2x1RGVSZXR1I10sImh
0dHA6LY9zY2h1bWFzLmRvdG51dGNvbnN1bHRpbmcuzZXUvd3MvMjAyMS8wMy9pZGVudGloeS9jbGFpbXMvcGI9saWN5IjoiNiIsImhOdHA
6Ly9zY2hlbWFzLmRvdG51dGNvbnN1bHRpbmcuzZXUvd3MvMjAyMS8wMy9pZGVudGloeS9jbGFpbXMvY3VsdHVYZSI6ImMR1ILURFIiwibm3J
MmIjoxNjYyNzEzZNTAOLCI1eHA1I0jE2NjMzMTgzMDQsImlhdCI6GMTY2MjcxMzUwWNHO.2VnHoVtbo6Vbr5Q9fKbuBifPUVc8Y8489GESYWS
EGGw

@

https://jwt.io

&
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JWT.lo

Encoded Decoded
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Visual Studio

Text Visualizer

Expression: |toker|

5tring manipulation: |JWT Decode

Header:

"alg": "HS256",
“EypTs "IN
}

Payload:

{

"nameid”: "tkans",

"given_name": “Thorsten”,
"unique_name”: “"Kansy",

"email”: "tkansyf@dotnetconsulting.eu”,

“role™: [
"RoleA"™,
"RoleB",
"RoleC",
"RoleDetails™,
"RoleContacts",
"RoleTasks",
"RoleDocuments™,
"RoleSecurity”,
"Rolelelete”

1s

"http://schemas.dotnetconsulting.eu/ws/2021/83/identity/claims/policy™:

"nbf": 1715884725,
"exp”: 1715689525,
"iat": 1715884725

"http://schemas.dotnetconsulting.eu/ws/2821/83/identity/claims/culture™

"http://schemas.xmlsoap.org/ws/20@5/85/identity/claims/sid": "demSQBeY”,

g,
: "de-DE",

Signature:

ESsRXPipt-8DcVIVDBuelWlZH_BF4Z8yLlhOTT3cGghM

S PR, P R P SIS PPy i s PP PP ST S, 0t et P S e
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Eintrage in dem Ausweis - Claims

Standards unter System.Security.Claims.ClaimTypes

s

__ lpublic static class ClaimTypes

L_qublxc const string Actor = "http://schemas.xmlsoap.org/ws/2009/09/identity/claims/actor";
blic const string PostalCode = "http.//schemas.xmlsoap.org/ws/2005/85/identity/clains/postalcode”;
public const string PrimaryGroupSid = "http://schemas.microsoft.com/ws/2008/06/identity/claims/primarygroupsid”;
| public const string PrimarySid = "http://schemas.microsoft.com/ws/2008/86/identity/claims/primarysid";
L__pubuc const string Role = "http://schemas . microsoft.com/ws/2008/06/identity/claims/role";
public const string Rsa = "http://schemas. xmlsoap.org/ws/2085/05/identity/claims/rsa";
_.jpublic const string SerialNumber = “http://schemas.microsoft.com/ws/20088/86/identity/claims/serialnumber™;
public const string Sid = "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/sid";
.public const string Spn = "hitp://schemas.xmlsoap.org/ws/2005/05/identity/claims/spn";
Jpublic const string StateOrProvince = 'n;:p‘zzs:ngnasAxmlsnaa,nxnluslznaﬁlﬂﬁzingnxixylclaimsls;ateoxnxnvinne -
_public const string StreetAddress = "http://schemas.xmlsoap.org/ws/20085/85/identity/claims/streetaddress"”;
.public const string Surname = "http://schemas.xmlsoap.org/ms/2005/05/identity/clains/surname”;
[ public const string System = "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/system"”;
.. .public const string Thumbprint = 'u::nAzzs:ngnas4xn1snan4nxnlls12a9slﬂﬁlzdgn&ikxznlainsltnnnnp:inx“;
F_qublic const string Upn = "http.//schemas.xmlsoap.org/ws/2805/05/identity/claims/upn”;
.. .public const string Uri = "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/uri®;
r'jpublic const string UserData = ”nxtp.llschnmns.lzntnsoil.nnllls123931aﬁzidanxx:yl:lainslusgrnaxn
[ public const string Version = "http://schemas.microsoft.com/us/2008/86/identity/clains/version”;
.. public const string Webpage = "http.//schemas.xmlsoap.org/ns/2005/05/identity/clains/nebpage”;
blic const string WindowsAccountName = "http://schemas.microsoft.com/us/2008/06/identity/clains/windonsaccountname”;
public const string WindowsDeviceClaim :
.. .public const string WindowsDeviceGroup
_,’;public const string WindowsFgbnVersion v
T public const string WindowsSubAuthority = "http://schemas.microsoft.com/us/2008/86/identity/clains/windoussubauthority”;
.. .jpublic const string OtherPhone = “http://schemas.xmlsocap.org/mws/2005/85/identity/clains/otherphone”;
| . jpublic const string NameIdentifier = "http://schemas.xmlsoap.org/ws/2885/85/identity/claims/nameidentifier";
1=

// Summary:
// The URI for a claim that specifies the name of an entity, http://schemas.xmlsoap.org/ws/2005/05/identity/clains/name.

public const str1n9 Name = "http://schemas. xmlsoap.org/ws/2005/05/identity/clains/name";
Y cxgan SPRTRC TP A et M ngiel e, Ema i bdasd 3 anaduad PN P PR Sy e S FIRPRTATY, S o P




Eintrage in dem Ausweis - Claims

Eigene Claims moglich

public const string Culture =
"http://schemas.dotnetconsulting.eu/ws/2021/03/identity/claims/culture";

public const string TransactionId =
"http://schemas.dotnetconsulting.eu/ws/2021/03/identity/claims/transid";

public const string Policy =
"http://schemas.dotnetconsulting.eu/ws/2021/03/identity/claims/policy";

R
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Eintrage in dem Ausweis - Claims

Claims konnen mehrfach vorkommen

public static string? UserId(this ClaimsPrincipal ClaimsPrincipal)

{

return ClaimsPrincipal?.Claims?

.FirstOrDefault(w => w.Type! == ClaimTypes.Nameldentifier)?.Value;
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Token erstellen

Microsoft.IdentityModel.Tokens.SecurityTokenDescriptor

SecurityTokenDescriptor tokenDescriptor = new()

{
Subject = new ClaimsIdentity(new Claim[]
{
// Claims
new Claim(ClaimTypes.Email, "tkansy@dotnetconsulting.eu"),
// Custom types
new Claim(JwtCustomClaims.Culture, "de-DE")
1),
Expires = DateTime.UtcNow.AddSeconds(3600),
SigningCredentials = new SigningCredentials(new SymmetricSecurityKey(key), SecurityAlgorithms.HmacSha256Signature)
¥
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Token Ubermitteln/ speichern

Freie Wahl der Ubermittlung/ Bereitstellung
* Header

* Body

* Code/ Datei

R
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Authorization

Header

= Home Workspaces v  Explore

Scratch Pad New Import
B RS ? soe
Collections

v Bearer Toklen

https://MeinServer/hello o0

r Toklen | https://MeinServer/helloworld

2

Q) Search Postman

&y Working locally in Scratch Pad. Switch to a Workspace

Bearer eyJhbGciOiJiUzITNilsInR5cClBIkpXVCJQ.eyJuYW1laWQiOiJ0a2FucylsimdpdmVuX25hbWUIOiJUaG9yc3...

&b CET https://MeinServer/helloworld GET v Enter
APIs
Params Authorization Headers (7) Body Pre-request Script Tests Settings
[=]
X Headers ¢ Hide auto-generated headers
Environments
KEY VALUE
=
Mock Servers Autherization @
Postman-Token <calculated when request is sent>
Monitars Host & <calculated when request is sent>
' User-Agent @ PostmanRuntime/7.29.2
History
Accept @ =+
Accept-Encading @ gzip, deflate, br
Connection & keep-alive
Kes 2
N S AR A 901t = D7 20l 2 A S0 N 0 1A B % S AR 2 o s ot e et ol
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Custom Cookie

Microsoft.AspNetCore.Authentication.JwtBearer. JwtBearerEvents

options.Events = new JwtBearerEvents()

{
OnMessageReceived = context =>
{
string tokenKey = context.Request.Query["t"];
if (tokenKey is null)
context.Fail(new JwtValidationException());
context.Token = context.Request.Cookies[$"JwtToken-{tokenKey}"];
// Oder fest codiert?
context.Token = "eyJhbGciO0iJIUzI1NiIsInR5cCI6IkpXVCJI9. ";
return Task.CompletedTask;
}
3

R
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Token validieren

Microsoft.AspNetCore.Authentication.JwtBearer.JwtBearerOptions

options.RequireHttpsMetadata = false;
options.SaveToken = true;

options.TokenValidationParameters = new()

{
ValidateIssuerSigningKey = true,
IssuerSigningKey = new SymmetricSecurityKey(key),
ValidateIssuer = false,
ValidateAudience = false,
ValidatelLifetime = true
H

R
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Roles + Authorize-Attribute

ClaimTypes.Role

// Rollen
new Claim(ClaimTypes.Role, "RoleA"),

new Claim(ClaimTypes.Role, "RoleB"),
new Claim(ClaimTypes.Role, "RoleC"),

Authorize-Attribute

[Authorize(Roles = "RoleB,RoleC")] // (RoleB oder RoleC)
[Authorize(Roles = "RoleA")] // und RoleA

R
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Kombination mit anderen Sicherheits-Schemata

z.B. APl-Key

// Add services to the container.
builder.Services.AddControllers(o =>

{
if (apiKeySettings.ProtectWithApiKey)
o.Filters.Add(new ApiKeyFilter(apiKeySettings));
3,
public void OnAuthorization(AuthorizationFilterContext context)
{
// Verify API key
string apiKey = context.HttpContext.Request.Headers[APIKEYNAME].ToString();
if (string.Compare(_apiKey, apiKey) != 0)
context.Result = new UnauthorizedResult();
}

R
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Fragen? Jetzt oder spater!

Kontakt

= E-Malil L} Telefon Microsoft Teams
tkansy@dotnetconsulting.eu +49 (0) 6187 / 2009090 Meet now

@ LinkedIn & XING X X (Twitter)
Link me Xing me @tkansy

R
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Bewertung der Session

R
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www.dotnetconsulting.eu

SQL Server meets .NET (Core)- professionally!

'qtnetconsultinp

Ich berate, coache und trainiere im Bereich Entwicklung von .NET (Core) Anwendungen mit
Microsoft SQL Server- mit Allem, was dazu gehért- und was man vielleicht weglassen sollte.

R
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